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We describe very ecient protocols for quantum oblivious transfer
and for one-out-of-two quantum oblivious transfer. These protocols,
which can be implemented with present technology, are secure even
against cheaters with unlimited computing power.
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In 1970, Wiesner wrote a highly innovative paper about quantum cryp-
tography, introducing a new branch of Physics and computation. Unfortu-
nately, his idea went unnoticed, and his paper was not published until 1983
[1]). Wiesner's idea was brought back to life in 1980s primarily by the work
of Bennett, Brassard [2]. Bennett et al. have recently reported the experi-
mental realization of the rst quantum cryptographic protocol [3].
In his original paper, Wiesner also introduced the concept ofMultiplexing,
which was later rediscovered by Rabin, [4] and is now usually calledOblivious
Transfer (OT). The concept of OT has turned out to be a very useful tool
in designing cryptographic protocols, and has been used for quite a while as
a standard primitive tool for constructing more complex protocols, such as
two party oblivious circuit evaluation protocol in which Alice owns a secret
, Bob owns a secret , and both of them wish to compute the value of a
function f (; ) in such a way that Alice does not learn any information
about , and Bob does not learn any information about .
Before proceeding any further, let us briey describe the OT protocol:
1 - Alice knows one bit , where  is either 1 or  1 [5].
2 - Bob obtains bit  from Alice with probability 0.5.
3 - Bob knows whether or not he obtained bit .
4 - Alice does not learn whether or not Bob obtained bit .
Less formally, Alice sends a bit  to Bob which arrives exactly half of the
time.
At rst, it may seem that OT can simply be achieved by having Alice
send Bob a single spin
1
2
particle (for example an electron), encoding the OT
bit into the spin of the particle along the x or the y axis. Bob then randomly
chooses the x or the y axis, and measures the spin of the particle along that
axis. Finally Alice tells Bob the correct axis. This simple protocol, however,
is inadequate because Bob can measure the spin of the particle along the 45

axis, in which case he obtains a considerable amount of partial information
about Alice's bit.
Recently Bennett et al.[6] have proposed a protocol for quantum OT
which is free from this disadvantage; but their protocol may not be secure
against coherent measurement. The most serious problem of their protocol,
however, is its ineciency:
"Unfortunately known implementations [of quantum oblivious
transfer] are mathematically rather inecient, requiring many
thousand of photons to be sent and received to reach even simple
decisions. If its mathematical eciency can be suciently im-
proved, direct decision making can become the most important
application of quantum cryptography.[7]"
In this letter, we propose a very ecient protocol for quantum oblivi-
ous transfer which is secure even against cheaters with unlimited computing
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power. It is worth noting that none of the known non-quantum protocols
for oblivious transfer are perfectly secure; they all allow one among Alice or
Bob to cheat without risk of detection if he or she can break some unproved
cryptographic assumptions.
Before proceeding, it is useful to review some elementary features of quan-
tum mechanics. We consider an unstable source emitting pairs of entangled
Einstein, Podolsky, Rosen (EPR) [8] particles. We take the z-axis along the
direction of the ight of the particles, and the x and the y axes along any





(j""i+ j##i), the expected value of the product of the spin
of the particles along two arbitrary axes ~a and
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is the spin of the rst particle along axis ~a, 
b
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is the spin of the























= 1. However, the spin of the rst particle along the y-axis is perfectly



































































With the above in mind, we now proceed to describe the following pro-
tocol:
(1) Alice and Bob agree that the bit  is encoded in the product of the spin



















































;chosen randomly by her. She randomly chooses an appro-
priate state (as shown below, there are two appropriate states for any of her
choices). She then prepares a pair of particles in that state and sends both
particles to Bob.
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(4) Alice asks Bob if his measurements have been successful. If Bob says no,
then Alice goes to step 2. If Bob says yes, then Alice tells him only one of
the following four alternatives:




























Theorem: Assuming that Bob can not store the bit for a suciently long
time, the above oblivious transfer protocol is secure even against cheater with
unlimited computing power.
Proof: First we consider Alice's strategy:




















= 1. If Bob measures the spin of the two particles along the
x-axis, then he learns the value of . However, if he measures the spins of
the particles along the y-axis, then he does not learn any information about












j 	i = 1.
























=  1. If Bob measures the spin of the two particles along the
x-axis, then he learns the value of . However, if he measures the spins of



































In this case, Alice should choose either j
0







= 1 If Bob measures the spin of both particles along the y-axis,
then he learns the value of . However, if he measures the spins of the par-
ticles along the x-axis, then does not learn any information about the value
















j 	i = 1.













In this case, Alice should choose either ji or j	
0







=  1 If Bob measures the spin of both particles along the y-
axis, then he learns the value of . However, if he measures the spins of the
particles along the x-axis, then does not learn any information about the

















We now consider Bob's strategy. If Bob is honest, then the oblivious
transfer protocol can succeed without any diculty (see above). Consider
now a cheating Bob who measures the spin of the rst particle along axis















= 1. Bob then






























? To answer this









































































































































where (7) follows from the fact that Alice chooses any state with probability
1
4
, (8) follows from the symmetry of the problem, and (9) follows from the
standard rules of quantum mechanics.

























































































































answer this question, he notes that only states j
0










































































































































































Note that the maximum value of the RHS of (15) is
3
4
. Thus the best
strategy for Bob is to measure the spins of both particles either along the
same axis. In particular, if Bob does not cheat and measures the spins of
both particles either along the x-axis or along the y-axis, then he obtains
maximum information about the value of the OT bit .
There is another avor of OT which is called one-out-of-two oblivious
transfer. The goal of this protocol is:








) is either 1 or  1.





3 - Bob knows whether or not he has obtained the bit.
4 - Alice does not learn which bit Bob has chosen.
Less formally, Alice has two bits. Bob can get only one of them, and Alice
does not learn which bit Bob obtained.
This protocol can be achieved by
(1) Alice and Bob agree that the bit 
1
is encoded in the product of the
spin of the two particles along the x-axis, and the bit 
2
is encoded in the



























































:She should consider the following
four cases:
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In this case, Alice should choose state j	i, since






















































. In this case, Alice should choose state ji,






















































. In this case, Alice should choose state j
0
i,






















































. In this case, Alice should choose state j	
0
i,


























(4) Alice asks Bob whether the measurement has been successful. If Bob
says no, then Alice goes to step 2. If Bob says yes, then Alice tells him one
of the following two alternatives:
(i) 
1
















She also tells Bob one of the following two alternatives.
(iii) 
2
















Theorem: The above one-out-of-two oblivious transfer protocol is secure
against cheater with unlimited computing power and with ability to store
the bit for an arbitrarily long period of time.
Proof: The same argument that was used to prove the theorem for quan-
tum OT can be used to prove this theorem.
In summary, we have described ecient quantum OT protocols which are
secure even against cheaters with unlimited computing power. The one-out-
of-two OT protocol is stronger than the OT protocol because it allows the
cheater to store the bit for an arbitrarily long period of time.
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